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PKI should be easy to use, hard to break

With too few skilled staff and heavy reliance on manual processes, organizations face growing risks of errors, outages,
and breaches as certificate and machine identity volumes explode. Storing private keys on unsecured devices or
unprotected servers only invites theft and misuse. In addition, as new cryptographic threats loom, especially with
post-quantum deadlines approaching, the need for agile, secure PKI management has never been more critical.

0,
80%
of organizations report a shortage of internal PKI expertise,
making it difficult to securely deploy and maintain private PKI environments (*)

+70%

admit their root CA is not stored offline or protected by a hardware
security module (HSM), exposing them to catastrophic trust breaches (*)

o,
82%
of security leaders say their current PKl is not agile enough to support rapid
cryptographic changes, such as the transition to post-quantum algorithms (*)

(*) Sources : Industry standards bodies including Global Market Insights report, Research and Markets

Product Overview

Evertrust PKI solution provides sovereign enterprise-grade certificate
authority services with high-performance certificate issuance, comprehensive
revocation management, and flexible deployment options for any infrastructure ,}QL?“’“%

Issue unlimited certificates for internal systems, authenticate users, secure loT
devices, and sign code—all with your own private PKI infrastructure.
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Key capabilities

Certificate Authority management
« Create and manage hierarchical certificate authorities with root, intermediate, and external CA support
@ Easily migrate existing legacy PKI without service interruption

« Enforce Key Unicity to prevent certificate issuance with duplicate private keys

« Visualize complete trust chains including external certificate authorities

¢ Trust chains

Supported key types :
RSA : 2048, 3072, 4096, 8192-bit keys
— ECDSA : courbes P-256, P-384, P-521
L ransged § - D EdDSA : courbes Ed25519, Ed448

Hash Algorithms : SHA-2, SHA-3

Quantum-Safe Algorithms
ML-DSA, ML-KEM, SLH-DSA
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Certificate

« lIssuance with customizable templates and business constraints
« Configurable approval processes with multi-step workflows

« Automated renewal, revocation and recovery

@ Certificate migration and updates without interruption

« Import of existing PKI with history preservation

« Granular permission management by user/team

« Customizable notifications and alerts

Revocation and validation management

« Automatic CRL generation with configurable policies and eIDAS compliance support

« High-performance OCSP responder compliant with RFC 6960 standards
& Multiple CRL distribution methods: HTTP, LDAP, S3, SCP/SFTP

« RFC 3161 compliant timestamping authority with NTP synchronization
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Enterprise reliability :
99.9% uptime guarantee

Zero service interruption

« Deploy your updates without service
interruption

« Maintain continuity of your operations with
multiple active nodes

& Recover automatically in case of failure
thanks to intelligent failover

Critical key protection

& Keep your keys always protected with direct
signing from HSM/Cloud KMS

« Isolate each authority on its own
HSM to reduce risks

7 Track all operations tamper-proof with
cryptographically signed logs

Industrial performance

 Validate your certificates in less than 5ms with
ultra-fast OCSP responder

 Reduce your bandwidth by 90% thanks to
intelligent CRL delta distribution

 Automatically failover between LDAP/HTTP/S3
channels in case of problems

Deployment flexibility for any infrastructure

 On-premises deployment with RPM packages

W Terraform I Microsoft & oocker for enterprise Linux distributions
~ Container deployment with Docker, OpenShift and
Kubernetes orchestration support
£33 0PENSHIFT kubernetes () HashiCorp dws
 Cloud deployment with auto-scaling and
managed database services
V4 OVHcloud A\ Azure ® Scaleway Google Cloud

 Active-Active High availability clustering

What used to take our team 2-3 days of coordination and
weekend maintenance windows now happens

automatically IT Security Manager at
Large Financial Services
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Built-in compliance

 Cryptographically signed audit logs

Every PKI operation is logged with tamper-proof signatures for forensic analysis
.~ €lDAS compliance

Qualified trust service provider capabilities for European regulatory requirements
 FIPS 140-2 Level 3 support

Cryptographic modules that meet government and financial industry standards

Built for security teams

Why organizations choose Evertrust PKI solution
over building their own

European Digital Sovereignty £ Crypto-Agile Architecture

Our solutions are developed and hosted in Built with NIST-approved post-quantum

Europe, governed by European privacy laws. cryptography algorithms.

Keep your certificate authority infrastructure Issue Quantum-Safe certificates now and

under your jurisdiction without compromise. migrate existing certificates seamlessly when
the Q-day arrives without rebuilding your
infrastructure..

Flexible Deployment 1t Enhance rather than replace

Manage millions of certificates across complex, Keep your original investments with CA-agnostic

multi-environment infrastructures. integration and work with any certificate authority
backend (Microsoft ADCS, EJBCA, OpenTrust,

Whether you need complete control with on- AWS Private CA, or any other CA system.)

premises deployment, cloud scalability, or

hassle-free managed Saa$, our unified PKI Switch providers or add new ones without

platform delivers enterprise-grade security disrupting your certificate operations

across any environment.

ABOUT

Evertrust is a European software company specialized in comprehensive digital trust infrastructure
management: certificates, private certificate authorities, OCSP validation and timestamping.

Certified ISO 27001 and member of Hexatrust, and PKI Consortium, Evertrust helps global
enterprises and public organizations in the secure management of their PKl ecosystems.
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